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Ce este nou 1n ... Analiza de Vulnerabilitate

« New:
= furtul de date personale (vezi imgs.)

= pierderea sau scurgerea de date cauzata de utilizarea gresita dispozitivelor
portabile (vezi iPhone 4G);

= angajatul neloial ce furnizeaza date concurentei (vezi Coca-Cola vs. Pepsi),

divulgarea de date cu caracter personal prin atacuri de tip inginerie sociala sau
phishing (target: cosul de gunoi; vezi cazul serviciilor secrete Romania);

exploatarea inadecvata a proprietatii intelectuale (vezi poaching: Intel vs. AMD,
vodafone.ro, kfc.md).

- Factori care determina noi tendinte, noi abordari

o

utilizarea in crestere a tehnologiei informationale si de comunicatie in organizatii
/ proiecte;

aparitia tehnologiilor de comunicatie fara fir (wireless) si adoptarea acestora de
catre organizatii in propriile modele de afacere

= cresterea fenomenului criminalitdtii informatice



(Small or BIG) Business Environment

Clienti,
parteneri de
afacere,
furnizori
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Revolutia Web: 1.0, 2.0, 3.0 ...

« Social Media este un instrument util (?):
= Networking (ex. retele sociale profesionale)
= Comunicare (ex. retele sociale pentru prietenii)
= Recrutare (ex. via Twitter)
= Training (ex. skype coaching, Go2Meeting.com)
= Marketing (!!! Social media nu este Sales media)
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Lumea in care traim ....

SPAM (SPIM & SPIT) Malicious programs type virus

Spyware attacks and keyloggers Backdoor
Snooping or Sniffing
Spoofing Logic Bombs
Unauthorized modification of information o
Phishing

stored in different environments

Hacking and Cracking

Theft and distribution of

confidential or personal data Clickjacking



Exista intimitate pe Facebook?

- Informatiile sunt distribuite in mod liber (adresa,
numar telefon, studii, prieteni, familie, copii,
fotogratfii etc.)

- Sunt create profiluri false in scopuri imorale
(pornografie, pedofilie, furt date etc.)

« “Add as a friend” ... Din dorinta de a avea un numar
mare de “prieteni”

- Conturile adevaratilor prieteni pot fi atacate

- Vulnerabilitate crescuta a aplicatiei (chat-ul poate fi
citit ilegal)



Facebookaware

Attackers may gain the victim’s trust
by posing as a friend.

“*“Woman Wires $4K Abroad In
Facebook Scam

ST. LOUIS -- A Missouri woman was
tricked into wiring about $4,000 to
someone in England after receiving faked
messages from a friend on Facebook
asking for help, police said Wednesday.”




Facebook & riscul reputational
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Twitter ... revolution
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Vulnerabilitati ale Aplicatiilor

Microsoft

icrosoft Excel

7-39‘_’/0
Adobe Acrobat
Reader
48.87%
- Microsoft Word
A 39.22%

Targeted Applications in 2009
Source: FSecure



lar castigatorul este ....

Based on the analysis of 32 million breached passwords
(RockYou.com )

Number of Users with Number of Users with

123456 290731 Nicole 17168
2 12345 79078 12 Daniel 16409
3 123456789 76790 13 babygirl 16094
4 Password 61058 14 monkey 15294
5 iloveyou 51622 15 Jessica 15162
6 princess 35231 16 Lovely 14950
7 rockyou 22588 17 michael 14898
8 1234567 21726 18 Ashley 14329
9 12345678 20553 19 654321 13984
10 abc123 17542 20 Qwerty 13856

the same password "123456” also topped a
similar chart based on statistical analysis of
10,000 Hotmail passwords published in October, 20009.



Ampla actiune DIIcoT, 53 de €rchezitjj Si Ep.
de invinuiti, intr-o actiune d
destructur

€i gry Uparij mfract:onale lmphcate in
mterceptan te lefon
de R, p, HotNews.ro
Miercun‘, 2 iunje 2010, 10:4¢

Hﬁuahtate | Esentig|
OCurgrjj DIIcoT au desfas Surat, mlercur: d:mmeata. 33 de berchezijtii
domncrharel Bucurestls Lin alte 20 de judete in Cadry| nei amp|
care Vizeaza a deg tructurarea uno ii
r'l n an nequ_ton'z
Sniffing p e

Interception
irecting o
Eglcllil;egcwith differenF El;en;blasting S years
' 5 min ,
: bip every lastin
g:%lflei.nteerupted / Call aban

Hacker -




We are Phishing YOU!
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We are Spoofing YOU, too!
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De la Software as a Service la
Crimeware as a Service

- De unde va faceti rost de sistemul de operare ?
- DC++, Torrents, Mule etc.
ZDNet UK / News and Analysis / Security / Security Threats

Botnet price for hourly hire on par with cost of
two pints

i AT
Dy v

atthew Broersma, ZDNet UK, 25 May, 2010 09:20

emphasising how little
s, according to YeriSign

Topics NEWS Botnets are available for hire for as|little as $8.94 per hour,
financial muscle or technical expertise is nerded to carry out atta

Botnet, Cybercrime, iDefense.

Cybercriminals,

Attack, Malware, The cybersecurity intellgence arm of VeriSign said on Monday that it carried out an online
Hackers, Waledac, investigation into 25 botnet operators in February, targeting botnet services advertised on three
Zeus, Keylogger web forums. The study found that hourly botnet rental pricing started at $8.94 (£6.04), while the

average price for a 24-hour rental — the sample mean of the highest and lowest advertised

Sponsored Links prices — was $67.20.



Liga superioara: ROUGUE & Black Swan
Theory

» Black Swan Theory: exploatarea evenimentelor
cu mare impact (ex. accidentul Lady Diana,
moartea lui Michel Jackson, moartea
presedintelui Poloniei in accidentul aviatic etc.)

» Scareware (falsa informatie despre un potential
virus)

« ATAC Rougue — determinarea de a cumpdra un
soft antivirus



SPAM (how to)
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July, 2008
Obs. office@hvblocuinte.ro (as image) but still office@... Vs. marici_cai5@ ...



Securizarea Tranzactiilor

e Protocols (HTTPS, SET, SSL, SPA)

® VPNs
o Cryptography e qee‘e .
N
* Biometry e@,xe&
c“é&
* Behaviometry o?

e Smart Cards






Thank you!
Q.

e Read about RiSk Management ... risks are everywhere ...
. . www.managementul-riscurilor.ro
www.managementul-riscurilor.ro

« Get Certified in risk management o

PRMIA

www.prmia.org/Chapter Pages/Bucharest

International Association

» Get a plus of value with a
Project Management Master Programme N FEAA

. FACULTATEA DE ECONOMIE
WWW.feaa.uaIC.I‘O ¢ S ADMINISTRAREA AFACERILOR

UNIVERSITATEA "AL 1. CUZA™ 1ASI
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